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General Data Protection Regulation (GDPR) Privacy statement

Our Commitment

Groundwork UK has a consistent level of data protection and security across the organisation. We are committed to the principles inherent in the Data Protection Act 2018 and the GDPR and particular to the concepts of privacy by design, the right to be forgotten, consent and a risk-based approach.  We are a Data Controller this means we hold the decision on how we process your information about you.  

Our contact details are as follows:

· Registered office: Lockside, 5 Scotland Street, Birmingham, B1 2RR

· Tel: 0121 236 8565

· Email: info@groundwork.org.uk 
· Charity registration number 291558 

· Company registration Number 1900511

· Website   www.groundwork.org.uk
If you need to contact us on any data protection matter, please use the email address above.
Data protection principles

In collecting and processing your personal information, we will comply with the data protection law in force at the time. This requires that the personal information we hold about you must be:

1. Used lawfully, fairly and in a transparent way.

2. Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes.

3. Relevant to the purposes we have told you about and limited only to those purposes.

4. Accurate and kept up to date.

5. Kept only as long as necessary for the purposes we have told you about.

6. Kept securely. 

The kind of information we hold about you

· We currently collect and process the following information:

· Personal identifiers, contacts and characteristics (for example, name and contact details)

· Employment History, Qualifications/Skills, Right to work in UK

· Special Category data (ethnicity/age/religion/sexual orientation/health/ - delete or add to as appropriate) - this will be removed/anonymised from the recruitment making decision and only used for monitoring purposes

· Whether or not you have a disability for which the organisation needs to make reasonable adjustments during the recruitment process.

Where permitted by law, we may hold information from criminal record checks.

How is your personal information collected?

We collect personal information about our employees, workers, contractors, volunteers and clients through the application and recruitment, registration and telephone enquiry process, either directly from candidates or sometimes from a 3rd party organisation, employment agency or background check provider.  

Most of the personal information we process is provided to us directly by you for one of the following reasons:

· For the purposes of applying for a role within our organisation
· For the purposes of monitoring equality, diversity and inclusion to ensure our employment opportunities are accessible to all
We also receive personal information indirectly, from the following sources in the following scenarios: 
Applications received from 3rd party recruitment agencies

We use the information that you have given us in order to: Shortlist prospective employees for interview

Under the General Data Protection Regulation (GDPR), the lawful bases we rely on for processing this information are: 

· We have a legitimate interest for the purposes of running the recruitment process
· Contract – to process your Personal Data to take steps at your request, prior to entering into a potential employment contract with you.

· Legal Obligation - n some cases, the organisation needs to process data to ensure that it is complying with its legal obligations. For example, it is required to check a successful applicant's eligibility to work in the UK before employment starts.
Do we need your consent to use particularly sensitive information?
We do not need your consent if we use your personal information in accordance with our written policy to carry out our legal obligations or exercise specific rights in the field of employment/care law.  In limited circumstances, we may approach you for your written consent to allow us to process certain special category data.  If we do so, we will provide you with full details of the information that we would like and the reason we need it, so that you can carefully consider whether you wish to consent. You should be aware that it is not a condition of your contract with us that you agree to any request for consent from us.
Why might we share your personal information with 3rd parties?

We may share your personal information with third parties where required by law, where it is necessary to administer the working relationship with you or where we have another legitimate interest in doing so.

Data retention

Your information is securely stored on a secure, restricted access drive on our server 

We will only retain your personal information for as long as necessary to fulfil the purposes we collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirements.  In some circumstances we may anonymise your personal information so that it can no longer be associated with you, in which case we may use such information without further notice to you. For unsuccessful applications, we will only hold information for six months 

We will then dispose your information by deletion of electronic files and any hard copy information we hold about you.

What are your data protection rights? 
Groundwork would like to make sure you are fully aware of all of your data protection rights. Every user is entitled to the following:
1. The right to access – You have the right to request Groundwork for copies of your personal data. 

2. The right to rectification – You have the right to request that Groundwork correct any information you believe is inaccurate. You also have the right to request Groundwork to complete the information you believe is incomplete.

3. The right to erasure – You have the right to request that Groundwork erase your personal data, under certain conditions.

4. The right to restrict processing – You have the right to request that Groundwork restrict the processing of your personal data, under certain conditions.

5. The right to object to processing – You have the right to object to Groundworks processing of your personal data, under certain conditions.

6. The right to data portability – You have the right to request that Groundwork transfer the data that we have collected to another organization, or directly to you, under certain conditions.

Complaints to the ICO

You have the right to make a complaint at any time to the Information Commissioner’s Office (ICO), the UK supervisory authority for data protection issues.

Declaration

Under the General Data Protection Regulation (GDPR), Groundwork is required to notify applicants and prospective employees on how their data will be processed and used.  All of this application form apart from the equal opportunities monitoring form will be retained by Groundwork for a maximum of six months, unless you are the successful applicant for the post, in which case the application form will become part of your employee record.  Some of the data you provide is considered to be Sensitive Personal Data under the GDPR i.e. gender, race. This information will be used to assist us with recruitment monitoring.  It will be held separately from application forms. It will also be held in computer format. 
By signing this form you are giving consent to Groundwork to use this data in the way described above. 

I confirm that the information I have given on this form is correct and complete and that misleading statements may be sufficient for cancelling any agreements made. I confirm I am not subject to immigration control (Asylum and Immigration Act 1996).

Signed…………………………………………………….  

Date……………………………………………………………….

Please ensure that you have read and checked this statement thoroughly prior to submission ensuring that you have followed the instructions carefully.
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